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SYSTEM AND METHOD FOR PROVIDING GENERAL PACKET 
RADIO SERVICES IN A PRIVATE WIRELESS NETWORK 

5 

TECHNICAL FIELD OF THE INVENTION 

This invention relates generally to the field of communications systems, and 
more specifically to a system and method for providing General Packet Radio 
Services (GPRS) in a private wireless network. 

10 

BACKGROUND OF THE INVENTION 

General Packet Radio Services (GPRS) networks are routinely used to provide 
packet data services to mobile stations, or wireless units. The mobile station 

15 communicates over a wireless interface with a base station, and the mobile station 

sends and receives data over the wireless interface in the form of data packets. The 
GPRS network also usually includes support nodes, which facilitate communication 
between the mobile stations and other elements in the GPRS network. The support 
nodes also facilitate communication with external networks such as the Internet. 

20 Conventional GPRS systems typically use a Frame Relay network as the 

backbone network in the system. The Frame Relay backbone network transports 
information between the different elements in the GPRS system. A corporation, 
organization, or other enterprise may wish to create a private network for internal use 
by its own personnel, and the private network communicates with the public GPRS 

25 system. One approach to providing a private GPRS network involves adding 

discrimination capabilities to an element in the public GPRS system, such as in the 
Home Location Register (HLR). The HLR determines whether a mobile station is in 
the public GPRS system or a private GPRS network, and the HLR processes data 
packets transported to and from the mobile station depending on the location of the 

30 mobile station. 

One problem with this approach is the lack of Frame Relay networks in many 
enterprises. The public GPRS system typically uses a Frame Relay network as a 
backbone network. Enterprises often use an internal packet network, such as an 
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Internet Protocol network, to provide computing and data services to its personnel, but 
enterprises may not use internal Frame Relay networks. The lack of an internal 
Frame Relay network in an enterprise makes it difficult for the enterprise to establish 
a private GPRS network. 

Another problem with this approach is that it is difficult to add functionality to 
existing HLRs. Adding functionality to existing HLRs typically requires the addition 
of hardware, software, and/or firmware to the design of the HLRs. This increases the 
complexity of the HLR, which also increases the cost of the HLR. Also, modifying 
the HLR to provide custom features to mobile stations in all private GPRS networks 
may prevent other customized functions from being deployed and used in specific 
private GPRS networks. 

In addition, adding discrimination functionality to the HLR typically involves 
the implementation of proprietary functions in the HLRs. Each HLR manufacturer 
typically implements the discrimination function using proprietary methods and 
technology. As a result, it is difficult to add HLRs to a public GPRS system. The 
HLRs of one manufacturer may not work properly with HLRs from other 
manufacturers because of the proprietary nature of the discrimination functions. 

SUMMARY OF THE INVENTION 

The present invention recognizes a need for an improved system and method 
for providing General Packet Radio Services (GPRS) in a private wireless network. 
The present invention substantially reduces or eliminates problems and disadvantages 
associated with prior systems and methods. 

In one embodiment of the invention, a private wireless network for providing 
general packet radio services (GPRS) to a mobile station includes a packet network 
operable to transport packets of information, a database coupled to the packet network 
and operable to store profile information associated with the mobile station, and a 
base station operable to communicate with the mobile station over a wireless 
interface. The private wireless network also includes an access point coupled to the 
base station and to the packet network. The access point is operable to communicate 
with the mobile station through the base station. The private wireless network further 
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includes a GPRS support node coupled to the packet network and operable to 
communicate with the access point. The GPRS support node is also operable to 
monitor a location of the mobile station and to route packets of information for the 
mobile station to the access point. In addition, the private wireless network includes 
5 an interworking point coupled to the packet network. The interworking point is 

operable to communicate with the GPRS support node using a first protocol and with 
a public network using a second protocol. The interworking point is also operable to 
interwork between the first protocol and the second protocol. 

In another embodiment of the invention, a method for providing general 

10 packet radio services (GPRS) to a mobile station in a private network includes 

receiving a registration request from the mobile station. The method also includes 
receiving from a database first profile information associated with the mobile station, 
the first profile information also associated with the private network, and receiving 
from a public network second profile information associated with the mobile station. 

15 In addition, the method includes comparing the first and second profile information, 

and providing GPRS service to the mobile station based on the comparison. 

Numerous technical advantages can be gained through various embodiments 
of the invention. Various embodiments of the invention may exhibit none, some, or 
all of the following advantages. For example, in one embodiment of the invention, a 

20 private network that provides GPRS services may use a packet network as a backbone 

network. In a particular embodiment, the private network uses an Internet Protocol 
(IP) network as a backbone network. Because enterprises often use an internal packet 
network to provide computing and data services to their employees, the enterprises 
may not need to install a Frame Relay network to act as the backbone of the private 

25 network. This may help reduce the overall cost of the private network. 

Some embodiments of the invention also provide distributed feature and 
service control in the public and private networks. The private network may 
implement a particular set of features and services and provide those features and 
services to the mobile stations. The mobile stations may receive that set of features 

30 and services while in the private network, and the mobile stations may receive a 

different set of features and services while in the public system. This allows each 
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private network to flexibly and dynamically provide features and services to the 
mobile stations. 

In addition, some embodiments of the present invention allow private 
networks to operate within a public GPRS system without requiring proprietary 
5 functions to be implemented in the public Home Location Register (HLR). This 

simplifies the development of the HLR because the additional functionality may not 
need to be implemented in the HLR. This also helps to reduce the difficulty in 
upgrading HLRs in the public GPRS network because the public network operators 
may not need to determine whether the HLRs support the use of the same proprietary 
10 discrimination functions. 

Other technical advantages are readily apparent to one of skill in the art from 
the attached figures, description, and claims. 



15 BRIEF DESCRIPTION OF THE DRAWINGS 

For a more complete understanding of the present invention, and for further 
features and advantages, reference is now made to the following description, taken in 
conjunction with the accompanying drawings, in which: 

FIGURE 1 is a block diagram illustrating one embodiment of a private 
20 communications network; 

FIGURE 2 is a block diagram illustrating a portion of a transmission plane 
used to transport traffic in the private network; 

FIGURE 3 is a block diagram illustrating a portion of a signaling plane used to 
allow a mobile station to roam within the private network; 
25 FIGURE 4 is a block diagram illustrating another portion of the signaling 

plane used to allow a mobile station to roam within the private network; 

FIGURE 5 is a block diagram illustrating a portion of the signaling plane used 
to allow a GPRS support node to retrieve user profile information from a private 
database in the private network; 
30 FIGURE 6 is a block diagram illustrating a portion of the signaling plane used 

to allow an access point to retrieve user profile information from the private database 
in the private network; 
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FIGURE 7 is a flowchart illustrating a method for providing GPRS in the 
private network; and 

FIGURE 8 is a flowchart illustrating a method for providing custom GPRS 
services in a private network. 

5 

DETAILED DESCRIPTION OF THE DRAWINGS 

Embodiments of the present invention and its advantages are best understood 
by referring to FIGURES 1 through 8 of the drawings, like numerals being used for 

10 like and corresponding parts of the various drawings. 

FIGURE 1 is a block diagram illustrating one embodiment of a private 
communications network 10. Private network 10 may provide General Packet Radio 
Services (GPRS) to one or more mobile stations 12. Private network 10 may also 
communicate with a public network 11. In the illustrated embodiment, private 

15 network 10 includes one or more base stations 14, an access point 16, a GPRS support 

node (GSN) 18, a private database 20, a packet network 22, and an interworking point 
26. Other embodiments of network 10 may be used without departing from the scope 
of the present invention. In the illustrated embodiment, public network 1 1 includes a 
home location register (HLR) 28. 

20 In one aspect of operation, private network 10 provides GPRS services to 

mobile stations 12. Private network 10 may, for example, be part of an enterprise's 
internal communications network. The services provided to mobile stations 12 may 
be controlled by the operator of private network 10. As a result, private network 10 
may offer different services to mobile stations 12 than the services offered by public 

25 network 11. Mobile station 12 may receive one set of services while communicating 

with public network 1 1 and receive customized services while communicating with 
private network 10. 

Two planes of operation may be used to transport messages through private 
network 10. One plane is a transmission plane, and the other plane is a signaling 
30 plane. The transmission plane carries bearer messages that contain voice or data 

traffic. The signaling plane carries signaling messages used to control the 
transmission plane in private network 10. The signaling messages include mobility 
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management messages used to track the location of a mobile station 12, which allows 
mobile stations 12 to roam within private network 10 and between public network 1 1 
and private network 10. 

Mobile station 12 communicates with a base station 14 over a wireless 
interface 30. Mobile station 12 provides voice and/or data services to a subscriber. 
Mobile station 12 may communicate with base station 14 using any suitable circuit- 
switched or packet-switched communications protocol. Mobile station 12 may 
comprise any device operable to communicate with network 10 over wireless 
interface 30. For example, mobile station 12 may comprise a mobile telephone or a 
computer or personal digital assistant coupled to a wireless modem or radio unit. In a 
particular embodiment, mobile station 12 comprises a Global System for Mobile 
communication (GSM) mobile handset. Other embodiments of mobile station 12 may 
be used without departing from the scope of the present invention. 

Base station 14 is coupled to access point 16. In this document, the term 
"couple" refers to any direct or indirect communication between two or more 
elements, whether or not the elements are in physical contact with one another. Base 
station 14 provides bi-directional communication with mobile stations 12 in a 
specified geographic area over wireless interface 30. Base station 14 also transfers 
messages between mobile station 12 and access point 16. Base station 14 may 
comprise any device operable to communicate with mobile station 12 over wireless 
interface 30. Base station 14 may, for example, comprise one or more transceivers 
operable to exchange circuit-switched or packet-switched messages with mobile 
station 12. In one embodiment, base station 14 and mobile station 12 communicate 
using GSM communications protocols. 

Wireless interface 30 couples mobile station 12 and base station 14. In this 
document, the term "wireless" designates the use of a radio or over-the-air interface 
between mobile station 12 and base station 14. Wireless interface 30 may comprise 
any interface operable to transfer circuit-switched or packet-switched messages 
between mobile station 12 and base station 14. In one embodiment, wireless interface 
30 comprises a GSM GPRS interface. 

Access point 16 is coupled to base stations 14 and packet network 22. Access 
point 16 facilitates communication between base station 14 and packet network 22. In 
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one embodiment, access point 16 performs an interworking function to convert 
between a circuit-switched protocol used by mobile station 12 and a packet-switched 
protocol used by packet network 22. For example, access point 16 may receive 
circuit-switched messages from mobile station 12 through base station 14, and access 
5 point 16 packetizes the messages into data packets. Access point 16 may also receive 

data packets over packet network 22, and access point 16 depacketizes messages 
contained in the data packets. Access point 16 may comprise any device operable to 
facilitate communication between base station 14 and packet network 22. In one 
embodiment, access point 16 comprises a Wireless Adjunct inteRnet Platform 
10 (WARP). 

GSN 18 is coupled to packet network 22. GSN 18 facilitates communication 
to and from mobile stations 12 in private network 10. For example, a GSN 18 may 
track the location of a mobile station 12, and GSN 18 routes messages for that mobile 
station 12 to the access point 16 serving mobile station 12. GSN 18 may also perform 

15 security and authentication functions to help determine whether a mobile station 12 is 

authorized to use private network 10. GSN 18 may perform any other functions to 
support the use of GPRS in network 10. GSN 18 may comprise any suitable device 
operable to support GPRS services in network 10. In one embodiment, GSN 18 
comprises a serving GPRS support node (SGSN), a gateway GPRS support node 

20 (GGSN), or a combination SGSN-GGSN in an integrated platform. In another 

embodiment, network 10 may include multiple GSNs 18, including one or more 
SGSNs and/or one or more GGSNs. Although GSN 18 is illustrated in FIGURE 1 as 
residing within private network 10, GSN 18 may also reside within public network 
11. 

25 In order to communicate with private network 10, mobile station 12 and GSN 

18, such as a SGSN and/or a GGSN, activate a packet data protocol (PDP) context for 
mobile station 12. The PDP context contains mapping and routing information used 
to transport messages between mobile station 12 and GSN 18. The PDP context may 
also identify the service or services available to a mobile station 12. A PDP context 

30 in HLR 28 in public network 11 may be different from the PDP context used in 

private network 10. This allows private network 10 to provide one or more different 
services to mobile station 12. For example, private network 10 may provide a more 
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restrictive set of services to mobile station 12, such as allowing mobile station 12 to 
communicate with private network 10 only through predefined access points 16. This 
may allow the private network operator, such as an enterprise, to control the use of 
private network 10 by its employees. 
5 Private database 20 is coupled to packet network 22. Private database 20 

stores information related to mobile stations 12. This information could include a 
user profile, such as one or more PDP contexts, identifying services that a mobile 
station 12 may receive within private network 10. For example, the user profile could 
identify the quality of service that a mobile station 12 may receive in private network 

10 10 and whether the mobile station 12 has access to private network 10. The user 

profile may identify the same services that mobile station 12 receives in public 
network 11, or the user profile may identify a different set of services. Private 
database 20 may comprise any device operable to store and facilitate retrieval of user 
profile information. Although private database 20 is illustrated in FIGURE 1 as 

15 residing within private network 10, private database 20 may reside at any location that 

is accessible by private network 1 0. 

In one embodiment, access point 16 and/or GSN 18 terminates application- 
level information in private network 10. This information includes, for example, the 
location of mobile station 12 and subscriber-related information such as user profile 

20 information. When a mobile station 12 begins communicating with private network 

10, access point 16 and/or GSN 18 retrieves subscriber-related information from 
private database 20 and HLR 28. HLR 28 may, for example, store a user profile or 
PDP context identifying services that a mobile station 12 may receive within public 
network 1 1 . Access point 1 6 and/or GSN 1 8 compares the information from private 

25 database 20 and the information from HLR 28, and private network 10 provides 

services to mobile station 12 based on that comparison. This allows the operator of 
private network 10 to customize a user profile for mobile station 12 that is different in 
private network 10 than in public network 11. Access point 16 and/or GSN 18 may 
use the user profiles to identify whether a mobile station 12 has access to private 

30 network 10. Access point 16 and/or GSN 18 may also parse the PDP contexts 

associated with mobile station 12 in the public network 11 and restrict the services 
available to mobile station 12 in private network 10. For example, access point 16 
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and/or GSN 18 may control the PDP contexts associated with mobile station 12 and 
allow mobile station 12 to communicate only with specific access points 16 in private 
network 10. 

Packet network 22 is coupled to access point 16, GSN 18, private database 20, 
5 and interworking point 26. Packet network 22 facilitates communication between 

access point 16, GSN 18, private database 20, and interworking point 26. For 
example, packet network 22 transports data packets between network addresses in 
packet network 22. Packet network 22 may also facilitate communication between 
private network 10 and other private networks 32. In this way, a mobile station 12 

10 may roam from private network 10 into another private network 32, and private 

network 32 may retrieve the user profile information for mobile station 12 from 
private database 20 over packet network 22. Packet network 22 may comprise any 
suitable packet-switched network or networks at one or more locations. In one 
embodiment, packet network 22 comprises an Internet Protocol (IP) network, such as 

1 5 a Local Area Network (LAN) or a Wide Area Network (WAN). Although FIGURE 1 

illustrates one packet network 22, multiple packet networks may be used without 
departing from the scope of the present invention. Also, although FIGURE 1 
illustrates packet network 22 as residing within private network 1 0, packet network 22 
may also comprise a public packet network, such as the Internet. 

20 Interworking point 26 is coupled to packet network 22 and HLR 28. 

Interworking point 26 facilitates communication between private network 10 and 
public network 11. In one embodiment, interworking point 26 communicates over 
packet network 22 using one communications protocol, and interworking point 26 
communicates with public network 11 using another communications protocol. In 

25 this embodiment, interworking point 26 performs an interworking function to 

translate between the different protocols. In a particular embodiment, interworking 
point 26 communicates IP data packets over packet network 22, interworking point 26 
communicates with public network 1 1 using a Signaling System 7 (SS7) protocol, and 
interworking point 26 interworks between the different protocols. Although 

30 interworking point 26 is illustrated in FIGURE 1 as residing within private network 

10, interworking point 26 may also reside within public network 11. 
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Although FIGURE 1 illustrates one embodiment of private network 10, 
numerous changes may be made to network 10 without departing from the scope of 
the present invention. For example, one or more of GSN 18, packet network 22, and 
interworking point 26 may reside within one or more public networks 11. Also, 
private network 10 may include multiple packet networks that perform the functions 
of packet network 22. Further, private network 10 may include any number of GSNs 
18, including one or more SGSNs and one or more GGSNs. In addition, any number 
of base stations 14 and access points 16 may be used to communicate with mobile 
stations 12. Other changes may be made without departing from the scope of the 
present invention. 

FIGURE 2 is a block diagram illustrating a portion of a transmission plane 
used to transport traffic in private network 10. In the illustrated embodiment, the 
transmission plane includes a mobile station protocol stack 100, an access point 
protocol stack 120, a SGSN protocol stack 160, and a GGSN protocol stack 200. In 
the illustrated embodiment, the transmission plane includes separate protocol stacks 
for two GSNs 18, one SGSN and one GGSN. Other embodiments of the transmission 
plane may be used without departing from the scope of the present invention. 

Mobile station protocol stack 100 includes a GSM radio frequency (RF) layer 
102, a Medium Access Control (MAC) layer 104, a Radio Link Control (RLC) layer 
106, a Logical Link Control (LLC) layer 108, a Sub-Network Dependent 
Convergence Protocol (SNDCP) layer 110, an Internet Protocol (IP) layer 112, and an 
application layer 114. Access point protocol stack 120 includes a GSM RF layer 122, 
a MAC layer 124, a RLC layer 126, a LLC relay layer 128, a Base Station System 
GPRS Protocol (BSSGP) layer 130, a modified Network Service Control Protocol 
(NSCP) layer 132, an IP layer 134, and an Ethernet layer 136. 

SGSN protocol stack 160 includes an Ethernet layer 162, an IP layer 164, a 
modified NSCP layer 166, a BSSGP layer 168, a LLC layer 170, a SNDCP layer 172, 
a LLC relay layer 174, a GPRS Tunneling Protocol (GTP) layer 176, a User Datagram 
Protocol (UDP) layer 178, an IP layer 180, and a LI and L2 protocol layer 181. 
GGSN protocol stack 200 includes a LI and L2 protocol layer 202, an IP layer 204, a 
UDP layer 206, a GTP layer 208, two IP layers 210 and 212, and an Ethernet layer 
214. 




PATENT 



GSM RF layers 102 and 122 manage wireless interface 30 between mobile 
station 12 and base station 14. In one embodiment, wireless interface 30 comprises a 
GPRS U m interface. MAC layers 104 and 124 and RLC layers 106 and 126 support 
the transfer of information over wireless interface 30. MAC layers 104 and 124 and 
5 RLC layers 106 and 126 may, for example, map LLC frames from LLC layers 108 

and 170 onto RLC data blocks transmitted over wireless interface 30. LLC layers 108 
and 170 provide a reliable ciphered logical link between mobile station 12 and GSN 
18. SNDCP layers 110 and 172 map data packets onto LLC frames for transport 
between terminal unit 12 and GSN 18. SNDCP layers 110 and 172 also provide 
10 different quality of service classes to mobile stations 12, and SNDCP layers 110 and 

172 perform encryption, header compression, and data compression. IP layers 112, 
210, and 212 support packet- switched protocols used by applications executed by 
mobile station 12. Application layer 114 supports applications executed by mobile 
station 12. 

15 LLC relay layer 128 in access point 16 supports the transfer of messages 

between base station 14 and a SGSN 18. LLC relay layer 128 may, for example, 
facilitate the transport of messages between the U m interface with base station 14 and 
a GPRS G b interface with GSN 18. BSSGP layers 130 and 168 support the transfer of 
information such as quality-of-service information between access point 16 and GSN 

20 18. Modified NSCP layers 132 and 166 support an interface between BSSGP layers 

130 and 168 and IP layers 134 and 164. IP layers 134 and 164 support the transport 
of information between access point 16 and GSN 18 in data packets over packet 
network 22. Ethernet layers 136 and 162 support the physical transmission interface 
between access point 16 and GSN 18. In one embodiment, access point 16 and GSN 

25 18 communicate over a GPRS Gb interface. 

LLC relay layer 174 in SGSN 18 supports the transfer of messages between 
access point 16 and a GGSN 18. LLC relay layer 174 transports messages between 
the Gb interface with access point 16 and a GPRS G n or a GPRS G p interface with 
another GSN 18. GTP layers 176 and 208 support the transport of bearer and 

30 signaling messages from one GSN 18 to another GSN 18. UDP layers 178 and 206 

and IP layers 180 and 204 support the transport of the bearer and signaling messages 
over UDP/IP connections. LI and L2 protocol layers 181 and 202 support the 
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management of the physical transmission interface between GSNs 18. In one 
embodiment, GSNs 18 communicate over a GPRS G n or a GPRS G p interface. 
Ethernet layer 214 supports the management of the physical transmission interface 
between GSN 18 and an external packet network. In one embodiment, GSN 18 
5 communicates with the public packet network over a GPRS G, interface. 

The various layers in the components of private network 10 may be 
implemented in any hardware, software, firmware, or combination thereof that is 
operable to perform the described functions in private network 10. In one 
embodiment, the various layers comprise software components. Other embodiments 

10 may be used without departing from the scope of the present invention. 

FIGURE 3 is a block diagram illustrating a portion of a signaling plane used to 
allow mobile station 12 to roam within private network 10. In the illustrated 
embodiment, the signaling plane includes mobile station protocol stack 100, access 
point protocol stack 120, SGSN protocol stack 160, an interworking point protocol 

15 stack 220, and a HLR protocol stack 240. Other embodiments of the signaling plane 

may be used without departing from the scope of the present invention. 

Mobile station protocol stack 100 further includes a GPRS Mobility 
Management and Session Management (GMM/SM) layer 116. SGSN protocol stack 
160 further includes a GMM/SM layer 182, an interworking function layer 184, a 

20 Mobile Application Part (MAP) protocol layer 186, a Transaction Capability 

Application Part (TCAP) layer 188, a Signaling Connection Control Part (SCCP) 
layer 190, a MTP-3 User Adaptation (M3UA) layer 192, and a Stream Control 
Transmission Protocol (SCTP) layer 194. 

Interworking point, protocol stack 220 includes an Ethernet layer 222, an IP 

25 layer 224, a SCTP layer 226, a M3UA layer 228, a SCCP layer 230, a Message 

Transfer Part-3 (MTP3) layer 232, a Message Transfer Part-2 (MTP2) layer 234, and 
a LI layer 236. HLR protocol stack 240 includes a LI layer 242, a MTP2 layer 244, a 
MTP3 layer 246, a SCCP layer 248, a TCAP layer 250, and a MAP layer 252. 

GMM/SM layers 116 and 182 support mobility management functions in 

30 private network 10, such as tracking the location of each mobile station 12. 

Interworking function layer 184 supports the interworking of different signaling 
protocols used by mobile station 12 and HLR 28. In one embodiment, mobile station 
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12 uses the GPRS Mobility Management protocol, HLR 28 uses a Mobile Application 
Part protocol, and interworking function layer 184 supports the interworking of the 
protocols. 

MAP protocol layers 186 and 252 support the exchange of signaling messages 
between GSN 18 and HLR 28 using the MAP protocol. TCAP layers 188 and 250 
support the protocols used in the transmission of TCAP messages between GSN 1 8 
and HLR 28. SCCP layers 190, 230, and 248 support the protocols used to transport 
SCCP messages between GSN 18 and HLR 28 through interworking point 26. 
M3UA layers 192 and 228 support the communication of MTP-3 signaling messages 
between GSN 18 and interworking point 26. SCTP layers 194 and 226 provide a 
reliable transport mechanism for transporting signaling messages between GSN 18 
and interworking point 26. IP layers 180 and 224 support the transport of IP data 
packets containing the signaling messages between GSN 18 and interworking point 
26 over packet network 22. Ethernet layers 181 and 222 support the management of 
the physical transmission interface between GSN 18 and interworking point 26. In 
one embodiment, GSN 1 8 communicates with interworking point 26 over a GPRS G r 
interface. 

MTP3 layers 232 and 246 and MTP2 layers 234 and 244 support the 
transmission protocols used to route signaling messages between interworking point 
26 and HLR 28. LI layers 236 and 242 support the management of the physical 
transmission interface between interworking point 26 and HLR 28. In one 
embodiment, interworking point 26 communicates with HLR 28 over a GPRS G r 
interface. 

FIGURE 4 is a block diagram illustrating another portion of the signaling 
plane used to allow mobile station 12 to roam within private network 10. In the 
illustrated embodiment, access point protocol stack 120 further includes an Ethernet 
layer 138, an IP layer 140, a SCTP layer 142, a M3UA layer 144, a SCCP layer 146, 
and a Base Station System Application Part+ (BSSAP+) layer 148. SGSN protocol 
stack 160 also further includes a BSSAP+ layer 196. Other embodiments of the 
signaling plane may be used without departing from the scope of the present 
invention. 
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BSSAP+ layers 196 and 148 support the paging of mobile stations 12 in 
private network 10. BSSAP+ layers 196 and 148 also support location updating 
functions in private network 10, allowing GSN 18 to monitor the location of each 
mobile station 12. In this embodiment, interworking function layer 184 also 
5 interworks between the GMM/SM protocol and the BSSAP+ protocol. SCCP layers 

190 and 146 support the protocols used to transport SCCP messages between GSN 18 
and access point 16. M3UA layers 192 and 146 support the transport of MTP-3 
signaling messages between GSN 18 and access point 16. SCTP layers 194 and 142 
provide a reliable transport mechanism for transporting signaling messages between 

10 GSN 18 and access point 16. IP layers 180 and 140 support the transport of IP data 

packets containing the signaling messages between GSN 18 and access point 16 over 
packet network 22. Ethernet layers 181 and 138 support the management of the 
physical transmission interface between GSN 18 and access point 16. In one 
embodiment, GSN 18 communicates with access point 16 over a GPRS G s interface. 

1 5 FIGURE 5 is a block diagram illustrating a portion of the signaling plane used 

to allow GSN 18 to retrieve user profile information from private database 20 in 
private network 10. In the illustrated embodiment, the signaling plane further 
includes a private database protocol stack 260. Other embodiments of the signaling 
plane may be used without departing from the scope of the present invention. 

20 SGSN protocol stack 160 further includes a private mobility protocol layer 

198. Private database protocol stack 260 includes an Ethernet layer 262, an IP layer 
264, and a private mobility protocol layer 266. 

Ethernet layers 181 and 262 support the management of the physical 
transmission interface between GSN 18 and private database 20. LP layers 180 and 

25 264 support the transport of IP data packets between GSN 18 and private database 20 

over packet network 22. Private mobility protocol layers 198 and 266 support the 
transfer of information between private database 20 and GSN 18. For example, 
private mobility protocol layers 198 and 266 may support the transfer of user profile 
information from private database 20 to GSN 18 when a mobile station 12 registers 

30 with private network 10. Private mobility protocol layers 198 and 266 may comprise 

any suitable communications protocol operable to allow subscriber-related 
information to be transported between private database 20 and GSN 18 over packet 
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network 22. In this embodiment, interworking function layer 184 also interworks 
between the GMM/SM protocol and the private mobility protocol. 

FIGURE 6 is a block diagram illustrating a portion of the signaling plane used 
to allow access point 16 to retrieve user profile information from private database 20 
in private network 10. In the illustrated embodiment, access point protocol stack 120 
further includes an interworking function layer 150 and a private mobility protocol 
layer 152. Other embodiments of the signaling plane may be used without departing 
from the scope of the present invention. 

Ethernet layers 136 and 262 support the management of the physical 
transmission interface between access point 16 and private database 20. IP layers 134 
and 264 support the transport of IP data packets between access point 16 and private 
database 20 over packet network 22. Private mobility protocol layers 152 and 266 
support the transfer of information, such as user profile information, from private 
database 20 to access point 16. Interworking function layer 150 interworks between 
the BSS AP+ protocol and the private mobility protocol. 

FIGURE 7 is a flowchart illustrating a method 400 for providing GPRS 
services in a private network. Private network 10 receives a message from mobile 
station 12 at a step 402. This may include, for example, base station 14 receiving a 
circuit-switched or packet-switched message from mobile station 12 over wireless 
interface 30. Base station 14 communicates the message to access point 16 at a step 
404. Access point 16 packetizes the message at a step 406. This may include, for 
example, access point 16 placing the message from mobile station 12 into one or more 
data packets. Access point 16 communicates the message to GSN 18 at a step 408. 
This may include, for example, access point 16 routing the data packets to GSN 18 
over packet network 22. 

If the message from mobile station 12 is destined for a network element within 
private network 10 or a public packet network, GSN 18 communicates the data packet 
to the other network element at a step 410. This may include, for example, GSN 18 
communicating the message to another access point 16 or to another GSN 18 in 
private network 10. This may also include communicating the message to an external 
network coupled to packet network 22, such as the Internet. In this embodiment, 
private network 10 may include multiple GSNs 18, where one is a SGSN and one is a 




PATENT 



GGSN. To communicate a message to the external network, the SGSN receives the 
data packet from access point 16 and communicates the packet to the GGSN, which 
communicates the packet to the external network. 

If the message from mobile station 12 is not destined for a network element 
within private network 10 or a public packet network, GSN 18 routes the message to 
interworking point 26 at a step 412. This may include, for example, GSN 18 routing 
the message over packet network 22. Interworking point 26 depacketizes the message 
contained in the data packets at a step 414. Interworking point 26 interworks the 
message between a first protocol and a second protocol at a step 416. In one 
embodiment, interworking point 26 communicates with packet network 22 using a 
M3UA protocol and with public network 1 1 using a SS7 MTP protocol. Interworking 
point 26 performs an interworking function to convert between these protocols. 
Interworking point 26 routes the message to public network 11 at a step 418. This 
may include, for example, interworking point 26 communicating the message to HLR 
28 in public network 11. 

FIGURE 8 is a flowchart illustrating a method 500 for providing custom 
GPRS services in a private network. Although FIGURE 8 describes method 500 with 
respect to GSN 18, the same or similar method may be used by access point 16 in 
private network 1 0. 

A mobile station 12 registers with private network 10 at a step 502. This may 
include, for example, mobile station 12 communicating a request for registration to 
base station 14, and the request may include information identifying mobile station 
12. This may also include base station 14 communicating the information to GSN 18 
through access point 16. 

GSN 18 communicates a request for user profile information to private 
database 20 at a step 504. This may include, for example, GSN 18 performing an 
interworking function to translate the request from mobile station 12 between 
different mobility management protocols. In a particular embodiment, GSN 18 
interworks between the GPRS Mobility Management protocol used by mobile station 
12 and the private mobility protocol used by private database 20. GSN 18 receives 
first user profile information from private database 20 at a step 506. 
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GSN 18 also requests user profile information from HLR 28 in public network 

1 1 at a step 508. This may include, for example, GSN 18 performing an interworking 
function to translate the request from mobile station 12 between different mobility 
management protocols. In a particular embodiment, GSN 18 translates between the 

5 GPRS Mobility Management protocol and the Mobile Application Part protocol used 

by HLR 28. This may also include GSN 18 communicating the request to HLR 28 
over packet network 22 and through interworking point 26. GSN 18 receives second 
user profile information from HLR 28 at a step 510. 

GSN 18 compares the first and second user profile information at a step 512. 

10 This may include, for example, GSN 18 comparing different PDP contexts for a 

mobile station 12 from private network 10 and public network 11. This may also 
include determining whether mobile station 12 is allowed to access private network 
10. Using the results of the comparison, GSN 18 provides GPRS services to mobile 
station 12 at a step 514. This may include GSN 18 parsing the PDP contexts 

15 associated with mobile station 12 in public network 11 and restricting the services 

available to mobile station 12 in private network 10. For example, GSN 18 may 
control the PDP contexts associated with mobile station 12 and allow mobile station 

12 to communicate only with specific access points 16 in private network 10. The 
ability to control the PDP contexts allows private network 10 to control the services 

20 available to mobile station 12, which provides private network 10 with the ability to 

implement security and accounting methods within private network 10. 

Although an embodiment of the invention and its advantages are described in 
detail, a person skilled in the art could make various alternations, additions, and 
omissions without departing from the spirit and scope of the present invention as 

25 defined by the appended claims. 



